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Researching cybercriminality to design new methods to
prevent, investigate and mitigate cybercriminal behaviour.

Policy Brief No. 7

Who is this for?

This policy brief gives an outline of cybercrime definitions, typologies and taxonomies and provides
recommendations for future work. Included is a new classification framework to understand cybercrime and
cyberdeviance. This policy brief, therefore, is designed for all professionals working within the area of
cybercrime and key stakeholders, including LEAs, Academics, Criminal Justice, Policy Makers, Educators and

others who work with young people, children and young people.
Highlights

The lack of clarity surrounding the term cybercrime has significant impact on
society, cybercrime policy, legal intervention and academic research.

No single classification system fully encapsulated cybercrime concepts or accurately
reflected the nebulous nature of cybercrime acts.

There is remaining ambiguity as to what exactly constitutes a cybercrime and it is
likely that a clear conceptualisation of cybercrime will continue to be challenge.

This review presents key cybercrime definitions, categorisations of cybercrime and
typologies of cybercrime.

AW EN

This review presents a new framework with which to conceptualise cybercrime.
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Cybercrime definitions, typologies and taxonomies

Purpose & methodology

This policy brief presents a review of cybercrime definitions, typologies and taxonomies. The
corresponding journal publication includes 4 distinctive sections:

e An overview of methods, scope and aims

e An overview of cybercrime definitions, typologies and taxonomies
Key challenges and recommendations

Conclusions

The aim was to conduct a broad review of the key typologies of cybercrime in academia and the
connections with traditional crime.

Method:
e Parameterized literature review
e Boolean search string identified 38,700 relevant materials
e Materials narrowed according to pre-defined parameters and relevance
e 47 sources informed the review

Researchers at the University of East London (UEL) lead this activity. The team consisted of: Prof
Julia Davidson (Co-Principal Investigator, UEL), Prof Mary Aiken (Co-Principal Investigator, UEL), Prof
Stefano Caneppele (Collaborating Researcher, UNIL), Christine Burkhardt (Researcher, UNIL), Kirsty
Phillips (Research Assistant, UEL), Ruby Farr (Research Assistant, UEL).

Context: Cybercrime terminology

“A veritable arsenal of terminology is used, o Alternative terminology includes, for example:

sometimes in combination with the prefixes " . s ww
. > cyberspace crime”, “computer crime”, “computer-
cyber, computer, e-, internet, digital or

information. Terms are bandied around, related crime”, “electronic crime”, “e-crime”,

applied randomly, reflect overlap in content “technology-enabled crime”, and “high-tech crime”.
or reflect important gaps.” [1, p. 191. [2, 3, 4]

" ou

e The variability in cybercrime terms and language highlights the lack of a shared lexicon
amongst professionals working in the field.

e A clear conceptualisation of cybercrime is vital, as even small variations in the
conceptualisation of cybercrime could affect the measurement of, and response to,
cybercrime behaviours. [4]

e The problem is further compounded differences in by the fact that cybercrime legislation
across jurisdictions which leads to cybercrimes being weighted and considered differently
across jurisdictions. [5, 6]
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1. Findings: Cybercrime definitions

e It is broadly acknowledged that the term “cybercrime” is used to account for a variety of
crimes and harmful behaviours.

e The term encompasses a wide number of acts, crimes or illicit conduct perpetrated by both
individuals or groups against computers, computer-related devices, or information
technology networks, as well as traditional crimes that are facilitated or maintained by the
use of the internet and/or information technology. [7]

e Avrecent review identified the two most commonly cited academic definitions of cybercrime

[9]:

Thomas and Loader define cybercrime as Gordon and Ford define cybercrime as
“computer-mediated activities which are “any crime that is facilitated or committed
either illegal or considered illicit by certain using a computer, network, or hardware
parties and which can be conducted through device.”[13, p. 14]

global electronic networks.” [12, p. 3]
e A principal finding of the review and the only consensus within the literature, is that there is no

single clear, precise and universally accepted definition of cybercrime [3, 6, 7, 8, 9, 10, 5]: a fact
that is acknowledged by both academics and organisations alike [8, 6, 11, 10].

2. Findings: Categorising cybercrime
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computer assisted crimes forgery, and identity theft)
Cyber-
Type ll
yp enabled
“Crimes in the machine”, a.k.a. Content-related offences (e.g.,
computer content crimes online distribution of CSAM)
Academic Academlc & Academic Institutional
Institutional

e The 2 Factor categorical approach, originally proposed by Brenner [14], which distinguishes
between “cyber-enabled” vs. “cyber-dependent” crime is the most widely used and has been
consistentlv adopted bv researchers and policy makers. [17. 3, 101
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e There is broad agreement between both 2-factor systems as two what the two dimensions
of cybercrime ought to be, however Gordon and Ford [13] propose that Type | and Type I
cybercrimes represent the opposite ends of a cybercrime spectrum rather than distinct
categories.

e Extensions have been added to 2-factor approaches:

o Wall [18] added “cyber-assisted” crimes the categorical approach to account for the
incidental involvement of technology in traditional crimes.

o Sarre, Lau, and Chang [3] extend the spectrum approach through the addition of “Type
1" cybercrimes to account for the use of advanced technology in the commission of
crimes.

e Wall's [15] three category classification system was one of the first reported in academic
literature and is therefore often cited, this approach was also adopted a few years later by
the European Commission [16, p. 3, 10] however the terminology used differs to that of Wall.

e 3-factor approaches are advantageous over 2-factor approaches as there is greater
appreciation of the breadth of cyber-enabled criminal behaviours.

e 3-factor approaches further distinguish between crimes against property and crimes against
people and more accurately capture the breadth of cybercriminal behaviours.

Cyber-enabled crimes are traditional
crimes that predate the advent of the
technology, that are now facilitated or
have been made easier (i.e., enabled)
by cyber technology.

Cyber-dependent crimes are crimes
that arose with the advent of
technology and cannot exist (i.e.,
dependent) outside of the digital world

3. Findings: Typologies of cybercrime

e Four typologies were identified that illustrate the extent of the variation between prominent
and most up-to-date typologies promoted in the academic literature:

o The Council of Europe’s (COE) Convention of Cybercrime typology is the single most
important classification system as it represents “the only globally recognized
agreement around cybercrime.” [19, 20, p. 19]

o Wall's [21] classification system was one of the first attempts to develop a typology in
academic literature, which incidentally coincides with the time in which the COE
typology proposed and yet significantly diverges from this approach.

o Conversely, the Tsakalidis and Vergidis' [22] later classification system is rooted in the
COFE's typology (as acknowledged by the authors).

o However, academic authors Marcum and Higgins [23] later classification system like
Walls’ typology significantly diverges from the COE's classification system and places
equal emphasis on person-target based offenses.

e Each typology has identifiable gaps and does not represent a comprehensive classification
of cybercrime offenses.
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4. Consolidating findings: A new framework
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Figure 1: A new cybercrime and cyberdeviance classification framework to consolidate the findings of this review.

Cyber Safety ‘

This framework reads left to right (from technical to human) and includes:

e the overarching spectrum - from where the use of technology is incidental to uses of
advanced technology in the commission of crime online

¢ the categorical approach - cyber-dependent vs. cyber-enabled crimes

e 6 sub-categories (I-VI) that cover the entire spectrum

¢ 8 subtypes within these categories

e the corresponding “solutions” context - from cyber security measures to cyber safety
measures (“SafetyTech”) [24]

Recommendations

The purpose of the above framework is to map and facilitate discussion and analysis of the many
inter-related topics and dynamics included under the umbrella term of ‘cybercrime’. A key
recommendation for future work is to develop a systematic, purposeful, and holistic classification
system, that is evidence-based, flexible, readily updated, supported by a dedicated research
initiative, and incorporates multidisciplinary input and international cooperation.

Authors:
Kirsty Phillips, Professor Julia Davidson, Ruby Farr, Christine Burkhardt, Professor Stefano Caneppele and Professor Mary Aiken
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